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Customer Protection Policy
(Unauthorized Electronic Banking Transactions)

The Customer Protection Policy in vogue has been reviewed by the Inspection and Audit
Compliance Sub-Committee Committee in its meeting held on 19.03.2025 taking into
consideration the guidelines/circulars issued by Reserve Bank of India vide Circuigﬁg No.
DCBR.BPD(PCB/RCB).Cir No.06(12.05.001)/2017-18 dated 14.12.2017 and DCBRICO.
PCB Cir No.01(18.01.000) dated 19.10.2018 and approved by the 5@M§bard of
Directors in its meeting held on 21.03.2025/27.03.2025 vide Resolution No.&lr(ég)(iii) as
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1. Introduction:

b
With the increased thrust on financial inclusion, customer protection, and
considering the recent surge in customer grieva,_ﬁ's;z;és relating to unauthorized
transactions, the criteria for determining the custogieﬁ;liability in these circumstances
Sa%g‘ions.
PRt '

Taking into account the risks arising out 9 ftgnﬁ%thorized debits to customer accounts
owing to customer negligence / Bank, Hegligence / banking system frauds / third
party breaches, the rights and obﬁl\ightgj"ons of customers in case of unauthorized

transactions in specified scenarios,‘are reviewed and a policy was renewed.
#

2. Objective of the Policy: %m
This policy document@ims to make customer more confident against the risks arising
out of unauthoriagf& d&bits to customer accounts owing to customer negligence /
Bank negligence /{banking system frauds / third party breaches and to clearly define
the rights andobligations of customers in case of unauthorized transactions in
speciﬁe&&@é@ifﬁfios to use electronic banking transactions and defined the maximum
customer liability for the electronic banking transactions to make customers feel safe
aébouﬁ?é@rrying out electronic banking transactions. The Bank believes that providing

_~tli¢ protection to the customer against unauthorized electronic transactions is a boon

" ™to, customer service to make customers feel safe about carrying out electronic

banking transactions and which is essential not only to attract new customers, but

also to retain existing ones.

3. Scope/Coverage:

Electronic Banking Transactions generally covers transactions through following
modes

i) Remote/ online payment transactions (transactions that do not require physical
payment instruments to be presented at the point of transactions e.g. internet
= ‘




banking, mobile banking, card not present (CNP) transactions), Pre-paid Payment
Instruments (PPI), anFace to Face/ Proximity Transaction (e.g. ATM, POS, QR
code based transactions etc.)

ii) Face-to-face/ proximity payment transactions (transactions which require the
physical payment instrument such as card or mobile phone to be present at the
point of transaction e.g. ATM, POS, etc.)

iii)Any other transaction done by electronic mode and accepted by the Bank for
debiting/crediting customer account. "

("3’% &
4, The systems and procedures in banks must be designed to make customerﬂfeel«“safe
about carrying out electronic banking transactions. To achieve this, banKs, mgst put in
place: ;)

@

(i)  robust and dynamic fraud detection and prevg;ntio'f{ mechanism;
{i’{ P
R e
(iii) mechanism to assess the risks (for example gaps in the bank’s existing
systems) resultmg from unauthorfs’g;cf ‘transactions and measure the
liabilities arising out of such events f%z
(«N"l Dv
(iv) appropriate measures to mlugate*‘ the risks and protect themselves against
the liabilities arising thereﬁé%g, and
(v) a system of contmuaﬂy and repeatedly advising customers on how to
protect themse} Ves frem electronic banking and payments related fraud.
'*@Mw"
S. Right and Obllgatlax) of customer in case of unauthorized electronic banking
transaction in specrfled scenario

rig*, It Customer Negligence - Unauthorized Electronic Banking
Traﬁsactx n happened due to customer neghgence (such as where he has shared
the payment credentials — card number, expiry period, OTP, clicked on unknown
hﬁks etc.)

JQ‘

Customer Liability — 100% of the unauthorised electronic banking
transaction amount will be customer liability and this will be notified to the
customer as response to the customer complaint and the complaint will be
treated as closed by the Bank.

Customer Right — Customer to bear the entire loss of the transaction until
he / she reports the unauthorized electronic banking transaction to the bank/
contact center/ branch etc. Any loss (upto the value dated transaction
amount) occurring after the reporting of the unauthorized transaction shall
be borne by the Bank; if the channel or product wherein the unauthorised




electronic banking transaction occurred has not been blocked or no action
initiated by the Bank.

Customer Obligation — Approach the Bank as soon as the customer
becomes aware of the unauthorized debit. Customer is required to be
vigilant while doing electronic banking transaction.

ii) Scenario 2: Bank’s Negligence - Unauthorized Electronic Banking Transaction
happened due to Contributory fraud / negligence / deficiency on the part of the
Bank (either committed by Bank staff or Bank vendor) — (irrespective of

whether or not the transaction is reported by the customer): S
’§ VJ\
f?\" "* ,&’

Customer Liability — Zero Liability A ;,:\‘v

Customer Right — In such cases where customer has sutff@red loss due to
Contrlbutory fraud / negligence / deficiency on the part of\Bahk’s Customer
is having right to get compensation from Bank whlch IS limited upto the
value date transaction amount of the unauthorised “electronic banking
transaction. ~

W

Customer Obligation — Customer is requrredf to check the SMS / Email
alert sent by Bank and approach the Bgnkas soon as the customer becomes
aware of the unauthorized debit for- !,‘6ck1ng the channel or deregistering
from the compromised product. Customer needs to lodge the complaint with
the bank. Various mode for lodgmg/ registering customer complaint related
to unauthorized Electronlq~ l@nkmg Channels are mentioned in Table 3 of
Annexure 1. b
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iii) Scenario 3: Third Pal‘t‘y Breach Unauthorized Electronic Banking Transaction
happened due to Thn*d Party breach:

Customer.;Lla"blllty Customer Liability will be ascertained based on the
”by the customer to report the unauthorized electronic banking

n as per Table 1 & Table 2 mentioned in Annexure 1

1stomer Right — In such cases where customer has suffered loss due to
.. third party breach where the deficiency lies neither with the Bank nor with
. the customer but lies elsewhere in the system, and the customer has notified
the Bank within seven working days. Customer is having the right to get the
compensation from Bank, which is limited upto the value date unauthorised
electronic banking transaction amount as per Table 1 & Table 2 of
Annexure 1. In such cases where customer has notified the unauthorized
transaction to Bank after 7 days, Bank will have no liability, and this will
suitably be communicated to the customer. Bank will try to pass the
customer claim through Bank’s Insurance Agency for that channel if
available on best effort basis.

Customer Obligation — Customer is required to check the SMS / Email

3




6. Dispute Resolution Process- Notifying the Bank in respect of Unauthorized
Electronic Banking transaction:

i) Customer is required to immediately report the unauthorized electronic
banking transaction through various channels provided by the Bank and
displayed at Bank website.

ii) On receipt customer’s complaint (notification), Bank will take immediate
steps to prevent further unauthorized transaction in the account and by

blocking/ deregistering customer from notified electronic channel. N o

24 \w“
iif) The timeline for resolving all such complaint will be 90 days ﬁrom\the date

of receipt of the complaint. Customer is required to prov1de followmg
details to report the unauthorized transaction- »

v" Channel details like channel name, location etc..

v" Copy of FIR

v Compromised channel’ ing status — blocked/ unregistered

Bank on its own dlscretlon may also seek the following details/ documents
from the customemtc‘j 1&Y§st1gate the complaint.
‘SE%J

v" Claim Formw.(Bank will provide the format)

v" Copy, FIR duly attested by Notary Public.

A, ndertakmg for loss amount upto Rs.25000/- and Affidavit for and

ainount above Rs. 25000/~ (Bank will provide the format)

v' Copy of a/c Passbook, which shows transactions date, time & amount
(Bank Passbook 1st Page & 1 Month statement prior to fraudulent
transaction to till date also required)/statement

v" Photo copies of all pages of Passport, if applicable.

v" Translated copy of documents in English duly attested by Notary Public, if
the documents are in regional language.




7. Customer’s Responsibility:

i) Bank will not be under obligation and responsible for loss to the customers due
to customer’s carelessness in keeping cards, Use ID, login ID, PIN, OTP or
other security information and not adhering “Do’s and Don’ts” issued by the
Bank, until and unless the Bank has been notified by the customer. Bank has
already publish Do’s and Don’ts for our customers on Bank’s corporate
website at https://www.janatabank.in

ii) Bank is also using various modes for educating our customers such asflgrlnt /
Social/ Electronic Media, Personalized SMS, publishing product Spé‘mfic

information for safe and secure transactions on website etc. ,sw:

e The Bank will not be responsible for loss to the customcr,nf th{ customer
acts fraudulently and /or acts without reasonable care whlcT‘t“has resulted in
loss. Bank will also not be responsible for loss arlsmg,out “of loss of cards,
login ID, PIN, compromise of password or confi den‘tlal information until
and unless the Bank has been notified of such loss/compromlse and Bank
has taken steps to prevent its misuse. " ag y

»c éw,,

e The Bank will not be responsible for} loss to the customer, if the customer
has not notified his current Mobile “ut;nber Address, email ID with his base
branch. These updated 1nformat" “& ds required to Bank to send Transaction

Alert / other information to c stomer

8. Facility of Electronic transactloﬁ to such customers which have not
registered their moblle nu‘mber in their accounts:

As per the RBI notlﬁcat on “The banks may not offer facility of electronic
transactions, other than ATM cash withdrawals, to customers who do not provide
mobile numbers»to ‘the bank”. However, looking to the customer convenience and
the foll owmgf séeurlty feature available in these electronic channels, Bank has
decided to all_ w all Electronic transactions to such customers,

i) Face to face / proximity payment transactions — All these transactions are
- performed based on the two factor authentication. In all such transactions
(like ATM Cash Withdrawal, POS transaction, QR code based transaction)
customer is required to present physical payment instrument (Card or
Mobile number) and their credential like PIN, Biometric etc.

ii) Remote/ online payment transactions — All these transactions are
performed based on the two factor authentication. Customer who have not
registered their mobile number in their account are not able to use Bank’s
various Mobile based Applications etc. They are also not able to perform E-
commerce transaction through Debit cards as Bank is using OTP
authentication as second factor authentication in these transactions.

iif)Hence for registration of any Digital product, mobile number registration is
recommended.




9. Reversal Timeline for Zero Liability/Limited Liability of customer

10.

11.

On being notified by the customer, the bank shall credit (shadow reversal) the
amount involved in the unauthorised electronic transaction to the customer’s
account within 10 working days from the date of such notification by the
customer (without waiting for settlement of insurance claim, if any). The credit
shall be value dated to be as of the date of the unauthorised transaction. Banks
may also at their discretion decide to waive off any customer liability in case of
unauthorised electronic banking transactions even in cases of customer
negligence. :

Reporting and Monitoring Requirements

The banks shall put in place a suitable mechanism and structuré, for the reporting
of cases of unauthorized electronic banking transactions to theB ard or one of its
Committees. The reporting shall, inter alia, include volume/mymber of cases and
the aggregate value involved and distribution across,,;}gfafr‘.fie‘):ﬁs" categories of cases
viz., card present transactions, card not present trané“ﬁg;tfons, internet banking,
mobile banking, ATM transactions, etc. The Boegrglfff’é«hal‘l periodically review the
unauthorised electronic banking transactions reported by customers or otherwise,
as also the action taken thereon, the fur;gtzi“o;piﬁg of the grievance redressal
mechanism and take appropriate measures;it%gﬁﬁprove the systems and procedures.
All such transactions shall be reviewed bﬁ;th‘é bank’s internal auditors

Force Majeure

The Bank shall not be liabl‘yeu,ﬁgo;‘ggmpensate customers for delayed credit, if some
unforeseen events (il}eludaiﬂné but not limited to civil commotion, sabotage,
lockout, strike or ’other labour disturbances, accident, fires, natural
disasters/calamities@,gr other “Acts of God”, war, damage to the Bank’s facilities
or of its corresp@pf’d’gﬁ‘ft , Bank’s lack of connectivity, absence of the usual means
of communica;ti’ﬁﬁx’ér all types of transportation etc., which are beyond the control
of the Banl{f‘“\'pi"'évent the Bank from performing Banking obligations within the

speci\ﬁ\edﬁ‘s@f@”irce delivery parameters.

12 Conclusion.

Far The Janaia Co-opgraiive Bank Lid.

valid till it is revised.

m“(e\\

Managing Director

[his policy will be taken up for review as and when there are major changes in the
% environment arising out of changes in the policy by Reserve Bank of India on
Customer Protection. However, in the absence of any such changes in the economic
and banking scenario, this policy will continue to be in force. The changes made by
the RBI and Government of India must be complied with and the Policy shall be
revised, rectified and amended accordingly. This policy has been framed and shall be




Annexure — 1

Table -1
Maximum Liability of a customer.
(Fraudulent transaction reported to the Bank within 4 to 7 days)

Type of Account Maximum Customer
Liability
Basic Saving Bank Deposit accounts Rs. 5,000/~ 4,

All other SB accounts Rs. 10, OOO/— %, .Wi
Pre-paid payment Instruments and Gift Cards 2
Current / Cash credit / Overdraft Account of
MSMEs

e Current Accounts / Cash Credit / Overdraft
Account of Individuals with annual average | .
balance (during 365 days preceding the incidence {*
of fraud) / limit up to Rs. 25 lacs

e All other Current / Cash Credit / Overdnaft' Rs. 25,000/-
Account e

Further, if the delay in reporting is beymﬁ *’seven working days, the customer
liability shall be determined as per the-bank’s Board approved policy. Banks shall
provide the details of their policy, mmegard to customers’ liability formulated in
pursuance of these directions at the "’tlrne of opening the accounts. Banks shall also
display their approved 5 pollcy in public domain for wider dissemination. The
existing customers mustxals’O\be individually informed about the bank’s policy.

Table -2

Overall liabi ity of the customer in third party breaches in such
Unp,lileorlsed Electronic Banking Transactions where the
deficléflcy lies neither with the bank nor with the customer but

lies elsewhere in the system
.7 Time taken to report the fraudulent Customer liability
“transaction from the date of receiving the
communication
Within 3 working days Zero liability.
Within 4 to 7 working days The transaction value or the
. amount mentioned in Table 1,
whichever is lower
Beyond 7 working days 100% Liability

The number of working days mentioned in Table 2 shall be counted as per the
working schedule of the home branch of the customer exetyding the date of
receiving the communication, / =




